Civil Law Knowledge

Open Access

Autumn & Winter (2026) 14 (2): 175-193

DOI: 10.30473/clk.2026.76021.3419

ORIGINAL ARTICLE

The Requirements of Intellectual Property Rights for Big Data
Generated within the Internet of Things Ecosystem

Amid Mohammadi’

1. Assistant Professor in Private Law,
Department of Law, Faculty of
humanity, Jahrom University,
Jahrom, Iran.

Correspondence:
Amid Mohammadi
Email: amid_mohammadi@jahromu.ac.ir

Received: 02/0ct/2025
Revised: 24/Dec/2025
Accepted: 16/ May/2026
Published: 20/May/2026

How to cite:

Mohammadi, A. (2026). The
Requirements of Intellectual Property
Rights for Big Data Generated within the
Internet of Things Ecosystem, Civil Law
Knowledge, 14 (2), 175-193.

(DOI: 10.30473/clk.2026.76021.3419)

ABSTRACT

The emerging paradigm of the "Internet of Things" (loT), by establishing an
integrated network of physical objects equipped with advanced sensors, data
processors, and communication infrastructures, has fundamentally dissolved the
boundaries between the physical and digital environments, thereby generating
data of unprecedented volume, variety, and velocity, commonly referred to as
"big data." This study, focusing on an analysis of the supportive frameworks of
intellectual property law within the 10T ecosystem, seeks to investigate the central
question of how a legal status for the protection of big data generated in this
domain can be defined within the confines of the intellectual property system.
Adopting a descriptive-analytical approach and evaluating the capacities of
classical intellectual property institutions—including copyright, the patent
system, and the protection of trade secrets—this article argues that these
mechanisms cover only limited facets of the complex reality of the IoT and face
fundamental substantive challenges when confronted with the unique nature of
big data, particularly its lack of originality for copyright, absence of a novelty
requirement for patentability, and the difficulties in fulfilling the condition of
confidentiality for trade secrets. The findings of this research indicate that the
inherent inadequacy of these legal institutions in adapting to the intrinsic
characteristics of big data inevitably compels legislators and jurists to create
independent theoretical frameworks and design novel protective mechanisms
capable of providing a fitting response to the unprecedented legal questions of
this field.
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Extended Abstract

Introduction and Problem Statement

This abstract examines the challenges and requisite adaptations within the intellectual property (IP) regime posed
by the emergent phenomenon of the "Internet of Things" (10T) and, specifically, the vast quantities of data—Big
Data—generated within its ecosystem. The loT, conceptualized as an integrated network of physical objects
embedded with sensors, software, and connectivity technologies, is catalyzing the Fourth Industrial Revolution
by merging the physical and digital worlds. Its pervasive applications across sectors such as healthcare,
agriculture, industry, and smart cities, coupled with the automated, continuous, and mass generation of data,
have engendered unprecedented legal complexities. Paramount among these is the challenge of delineating an
appropriate legal framework for the protection of associated intellectual assets, particularly Big Data.

The central research question of this inquiry is: Given the inherent characteristics of Big Data (volume, velocity,
variety) and the decentralized, interdisciplinary nature of the 10T, to what extent is the traditional IP regime
capable of providing effective and comprehensive protection? Furthermore, what legal imperatives and
frameworks are essential to address this legislative lacuna? To answer this, employing an analytical-descriptive
methodology and drawing upon authoritative library sources, this study scrutinizes the three principal pillars of
IP—copyright, patent law, and trade secrets—in their confrontation with this technology and its data.

Analysis of Traditional Intellectual Property Frameworks

Copyright: The copyright framework is designed to protect the original "expression™ of an idea, not the idea
itself. This legal instrument finds application in protecting embedded software within smart objects and, in some
instances, the creative structure and arrangement of databases. However, when confronting "raw data" generated
by sensors (e.g., temperature, positional, or health status data), the copyright system encounters a fundamental
obstacle: the "lack of originality.” Raw data, being predominantly the product of an automated process devoid of
direct human creative authorship, fails to meet the threshold of originality required for copyright protection.
Consequently, copyright can only afford a thin layer of protection to Big Data—covering its formatting and
superficial structure—while the core, value-generating substance of the data remains outside its protective scope.

Patent Law: The patent system, which protects inventions possessing novelty, non-obviousness (inventive
step), and industrial applicability, could ostensibly extend to innovative loT processes, data processing
algorithms, and analytical models. The principal challenge, however, lies in the substantive and procedural
barriers within many legal systems—including that of Iran—against granting patents for "mathematical
algorithms™ and "software per se." While jurisdictions like the United States may permit the patenting of an
algorithm if it yields a "specific, tangible, and practical application" beyond an abstract idea, establishing a "non-
obvious inventive step™ for algorithms operating on mass data analysis is often arduous. Furthermore, the
protracted and costly patent registration process is fundamentally incompatible with the rapid pace of
development and iteration characteristic of 10T technology.

Trade Secrets: Among the classical IP institutions, trade secrets emerge as the most efficacious mechanism
for protecting many components of the IoT and Big Data, owing to their flexibility, absence of registration
formalities, and broad scope of coverage. This instrument can protect a wide spectrum of items—from raw data
and proprietary analytical algorithms to business models and customer lists—provided they derive economic
value from not being generally known and reasonable efforts are undertaken to maintain their secrecy. This
makes trade secrets an attractive option for companies operating in this domain. Nevertheless, this mechanism
suffers from inherent limitations: vulnerability to breaches of confidentiality via cyber-attacks, reverse
engineering, or employee malfeasance. Moreover, the non-disclosure nature of trade secrets can potentially stifle
knowledge dissemination and impede the innovation cycle in an ecosystem intrinsically predicated on data
sharing.

Synthesizing Deficiencies and the Imperative for a Novel Framework

The foregoing analysis demonstrates that none of the traditional IP institutions, in isolation, is capable of
providing a comprehensive and proportionate response to the complexities of the 10T and Big Data. Copyright is
impotent in protecting raw data; patent law grapples with substantive and temporal hurdles; and trade secrets are
fraught with the inherent risks of disclosure and the restriction of information flow. This theoretical and
legislative lacuna compellingly necessitates a fundamental re-examination of foundational principles and the
creation of novel, flexible, and multi-layered protective frameworks.
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Proposed Imperatives and Solutions

The ultimate conclusion of this research underscores the imperative of moving towards an "Integrated and Multi-
Layered Governance Model" for intellectual property in the 10T domain. This model does not rely on a single,
exclusive solution but operates through the simultaneous and intelligent deployment of various mechanisms and,
in some instances, the development of new legal institutions:

1. A Hybrid Approach: This approach proposes the coordinated utilization of the strengths of existing IP
institutions. For instance, patents can protect truly innovative hardware devices and processes; copyright can
safeguard software and database structures; and trade secrets can be employed to preserve raw data, analytical
algorithms, and predictive models whose value resides in their confidentiality.

2. Development of Specific and Independent Frameworks: In light of existing inadequacies, the
formulation of a sui generis system for the protection of data-based assets could be instrumental. Such a regime
could establish limited, time-bound exclusive rights for Big Data producers, while simultaneously guaranteeing
fair access for other actors for competitive or research purposes, thereby striking a balance between innovation
incentives and the public interest.

3. Implementation of Flexible Regulatory Mechanisms: Mechanisms such as industry "self-regulation"
under governmental oversight, "stringent security standards" for data and algorithm protection, and "data
governance” models emphasizing transparency, fairness, and accountability can serve as appropriate
complements to IP frameworks.

4. Emulation of Emerging Institutions: Procedures such as "Post-Grant Review" in the U.S. system,
which allows for the efficient and expedited re-examination of a patent's validity, can serve as a model for
curbing frivolous patents and facilitating innovation within the dynamic loT landscape.

Final Conclusion

Protecting intellectual assets in the realm of the 10T and its concomitant Big Data necessitates a departure from
traditional paradigms and the adoption of a systemic, dynamic, and forward-looking perspective. The integrated,
multi-layered framework proposed in this research can serve as a roadmap for legislators and policymakers—
particularly within the Iranian legal context—to devise efficient, equitable regulations that are congruent with
the exigencies of the Fourth Industrial Revolution. Only through such an approach can the dual objectives of
preserving innovation incentives and preventing data from becoming an arena of anti-competitive exclusivity be
achieved.

Keywords: Internet of Things (loT), Big Data, Intellectual Property, Copyright, Patent Law, Trade Secrets, Data
Governance, Sui Generis Legal System, Integrated Framework.
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